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Overview

ABLV Bank, AS
Riga, Latvia
www.ablv.com

Solution components

Software
» IBM® QRadar® Security Intelligence
Platform

IBM Business Partner
» Data Security Solutions (DSS)

3% ABLV Bank Case Study 4

DSS Regional

Technological
Inception

ABLV Bank, AS

Gaining 360-degree visibility into the enterprise

ABLV Bank, AS is the largest independent private bank in Latvia with
offices across Commonwealth of Independent States (CIS) countries.
The bank offers private banking, investment and advisory services, and
manages approximately EUR3 billion in assets.

Protecting client information and assets

When Aleksejs Kudrjasovs joined the ABLV security team two years
ago, one of his goals was to improve the bank’s security posture by
implementing a new security platform. The bank’s existing security
monitoring solution was no longer supported by the vendor and could
not integrate data from all required systems and applications—leaving
staff with potential “blind spots”.

@ Data Security Solutions

Business Partner




¥ ERGO Case Study

ERGO insures its internal system with DIGIPASS

technology

ERGO Group is one of the major insurance groups in Europe. The company offers a range of insurance, provision and services to
a 40 million customer base. ERGO has been among the leading insurance groups in the Baltic countries and the only one to offer
a complete range of coverage including property insurance and accident insurance along with life, pension and health insurance.
The company operates in the non-life, life and health insurance on the one hand and in the pension fund market on the other hand.
Almost 450,000 clients in the Baltic States put confidence in ERGO's services, expert knowledge and financial stability. In Latvia,
the ERGO Group is represented by two of its subsidiaries: ERGO Latvia and ERGO Life Insurance SE Latvia Branch. The companies’
salespeople collect their data in an internal system that ought to be accessible anytime and anywhere, in Latvia and even beyond its
borders. ERGO was resolved to implement an improved security solution for its internal insurance. Therefore, strong authentication

was set up.
Objective

ERGO's salespeople store all their business-critical and clients’ data in an
internal insurance system, which has to be available and securely accessible

anywhere and anytime.

Challenge

The security solution had to come up to the internal demand for a safe access
system. Besides, it had to comespond to the technical specifications stipulated

by ERGO's IT department.

Solution

ERGO chose to implement VASCO's DIGIPASS GO 6 for its sales partners.
DIGIPASS for Mobile was deployed for IT staff. IDENTKEY Gold was
implemented on the back-end side.

< VASCO

THE AUTHENTICATION COMPANY

DSS Solution
Integrated
into Corporate
Training
Process

A DIGIPASS TO YOUR LIKING

Data Security Solutions, an IT security specialist, was responsible for the
integration. “Everything went very smoothly,” says Andris Soroka, Managing
Director of the solution integrator Data Security Solutions.

“ERGO’s business-critical information is stored
and the access to our data is
secured. Everything
works  perfectly,”
a pleased Mr
Soroka continues.
ERGO  deployed
DIGIPASS for 300
end-users. The GO

6 devices were fully customized. The company decided to have the devices
colored in their own company red, combined with its logo in white letters. “This
is a nice extra,” Mr. Dainis Bairs smiles. “It is pleasant to have the authenticator
in our own company colors. Moreover, it confirms the idea that we take care
of security.”

Dainis Bairs, Head of IT department of
ERGO insurance Latvia

@ Data Security Solutions



38 Citadele Bank Case Study

Citadele Bank insures data security
by USing DeViCGLOCk Internationally

Recognised
Data security is an essential success factor in Customer: Citadele Bank Project
the financial market -—
The major tasks for Citadele’s IT-department was to Citadele
allocate, identify, and classify sensitive data to reduce Vendor: Devicelock Inc.
data privacy risks, reduce potential data sharing o
exposure, and improve compliance. To successfully Pﬂﬁ!‘ggkgs!s
perform these tasks, Citadele’s IT-specialists needed a
flexible tool to control the network and personal devices IT-security provider:
across the infrastructure of the Bank: «Banking Data Security Solutions (DSS)
organizations have a lot more critical data than others ﬁ Data Secunty Solutions

companies, that’s why guaranteed security of confidential
information is an important competitive advantage in the
financial market», —says Jurij Sirenko, CIO at Citadele

uxo.‘
Bank.

«Every new security solution implementation in your internal environment requests preparation
and planning efforts. Together with technical experts from Data Security Solutions we were able
to swiftly create an implementation plan. By following the proposed steps, we have finalized the
implementation without any issues. The system is stable and works correctly after fine-tuning
and configuration».

Riga, Latvia

Jurij Sirenko, CIO at Citadele Bank
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38 Citadele Bank Case Study
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Citadele Bank Chooses Mobilelron for BYOD
and Document Security

& Mobielron
PRNewswire May 2, 2013 6:00 AM

Y|+ IIIDE
whé’revr

MOUNTAIN VIEW, Calif., May 2, 2013 /PRNewswire/ --

Citadele Bank has implemented Mobilelron, the leader in security
and management for mobile apps, documents, and devices, to
provide secure access to email and documents on I0S and
Android devices, and to provide the foundation for the bank's

fhickr

Bring Your Own Device (BYOD) program which will give oy
employees access to corporate data 24 hours a day on any '

mobile device.

Check it out

(Logo:
http://photos_prnewswire.com/prnh/20120920/MM78751LOGO)

>

Internationally
Recognised
Project

@ Data Security Solutions



¥ M2M Bank Europe

@ Mobilelron

Bank M2M Europe Secures
Mobile Data and Apps with
Mobilelron

Bank M2M Europe was founded in 1992 to provide private banking and wealth
management services to high net worth clients. With nearly a quarter-century of
experience in global financial markets, investment fund management, and
discretionary portfolio management, the bank has a well-earned reputation for
outstanding financial services and client success. The bank currently serves more
than 400 families in Russia and around the world, and manages assets totaling
more than EUR 650 million.

To meet the needs of their international client base, the M2M team is always striving
for new ways to provide efficient, innovative, and flexible financial solutions while
maintaining complete client confidentiality and data security. As a result, secure
mobility is a critical component of the bank's everyday operations, which is why they
chose Mobilelron to support their mobile initiatives.

Supporting Mobility without Sacrificing Security

INDUSTRY: Financial Services

Products

« Mobilelron Android Management
« Mobilelron i0S Management

« Mobilelron AppConnect

« Mobilelron AppConnect

+ Mobilelron Apps@Work

+ Mobilelron Web@Work

Key Benefits

« Increase employee productivity by
enabling users to securely access
work apps and content during client
meetings

@ Mobilelron

Z

DSS
Internationally
Recognised
Project

BANK EUROPE

Q; Data Security Solutions
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3% Our international cyber security conference

CYBER, CONNECTED
THINGS AND INSECURITY

7t annual DSS ITSEC

SSSSSSSSSSSSSSSSSSSSS

80+ presentations
O parallel sessions

700+ on-site visitors

6500+ online watcher

October27,2016

http://www.dssitsec.eu
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Activity Phase

Outcome

Assess

* Conduct GDPR
assessments
across privacy,
governance,

people, processes,

data, security

+Develop GDPR
Readiness
Roadmap

+ |dentify personal
data

Assessments

and roadmap

Identify GDPR
impact and plan
Technical and
Organisational
Measures (TOM)

*Design
governance,
training,
communication,
and processes
standards

* Design privacy,
data management
and security
management
standards

Defined

implementation
plan

Includes Data
Protection controls,
processes and
solutions to be
implemented.

Transform

* Develop and

embed procedures,

processes, and
tools

* Deliver GDPR
training

* Develop/embed
standards using
Privacy by Design,
Security by Design,
data management
policies

Process

enhancements
completed

TOMSs in place:
Personal Data
discovery,
classification and

governance in place

Operate

« Execute all
relevant business
processes

« Monitor security
and privacy using
TOMs

+ Manage data

subject access and
consent rights

Operational

framework in
place

Begin the new
GDPR compliant
way of working

Conform

* Monitor, assess,
audit, report and
evaluate adherence
to GDPR standards

Ongoing

monitoring and
reporting

Monitor TOMs
execution; deliver
compliance evidence
to internal and
external
stakeholders
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@ Data Security Solutions

Andris Soroka

eMall: andris@dss.lv
Mobile: +371 29162784
Riga, Latvia

www.dss.lv

LinkedIn: http://ow.ly/FAflz
Twitter: http://ow.ly/FAfvO
Facebook:http://ow.ly/FAfzZ
Youtube: http://ow.ly/FATEN
SlideShare: http://ow.ly/FAfHd
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Data Security Solutions

Thlnk Securlty First
Thank you




